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(57) ABSTRACT

Systems and techniques are described herein for monitoring
machine learning models for misbehavior. For example, an
apparatus comprising one or more processors and configured
to: provide, to a first machine learning model, an inner
monologue from a second machine learning model associ-
ated with a user task, wherein the user task comprises natural
language text; and obtain, from the first machine learning
model, information indicative of misbehavior within the
inner monologue. In some aspects, misbehavior 1s blocked
during inference (e.g., runtime) and reward hacking behav-
1or 1s penalized during training. Non-limiting examples of
misbehavior include reward hacking, misgeneralization,
sycophancy, or deception.
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CHAIN-OF-THOUGHT MONITOR FOR
REWARD HACK IDENTIFICATION IN
GENERATIVE RESPONSE ENGINES

BACKGROUND

[0001] Generative response engines such as large lan-
guage models represent a significant milestone 1n the field of
artificial intelligence, revolutionizing computer-based natu-
ral language understanding and generation. Generative
response engines, powered by advanced deep learning tech-
niques, have demonstrated astonishing capabilities 1n tasks
such as text generation, translation, summarization, and
even code generation. Generative response engines can siit
through vast amounts of text data, extract context, and
provide coherent responses to a wide array of queries.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0002] Details of one or more aspects of the subject matter
described 1n this disclosure are set forth i the accompany-
ing drawings and the description below. However, the
accompanying drawings 1llustrate only some typical aspects
of this disclosure and are therefore not to be considered
limiting of 1ts scope. Other features, aspects, and advantages
will become apparent from the description, the drawings,
and the claims.

[0003] FIG. 1 illustrates an example system supporting a
generative response engine during inference operations in
accordance with some aspects of the disclosure.

[0004] FIG. 2 1s a conceptual block diagram of ML models
that are configured to detect cheating during software devel-
opment tasks in accordance with some aspects of the dis-
closure.

[0005] FIG. 3 i1s a graph 1llustrating results of training an
ML model based on a monitoring ML model in accordance
with some aspects of the disclosure.

[0006] FIG. 4 1s a conceptual block diagram of a training
system that 1s configured to train an ML model or other
components based on a monitoring ML model in accordance
with some aspects of the disclosure.

[0007] FIG. 5 illustrates a flowchart of a backofl method
for reducing reward pressure based on attempts to cheat
during traiming of an ML model used 1n a generative
response engine in accordance with some aspects of the
disclosure.

[0008] FIG. 6 illustrates a flowchart of a process associ-
ated with a chain-of-thought monitor used for detecting
reward hacking in accordance with some aspects of the
disclosure.

[0009] FIG. 7 1s a block diagram illustrating an example
machine-learning platform in accordance with some aspects
of the disclosure.

[0010] FIG. 8A, FIG. 8B, and FIG. 8C illustrate an
example transformer architecture 1n accordance with some
aspects of the disclosure.

[0011] FIG. 9 shows an example of a system for imple-
menting some aspects of the present technology.

DETAILED DESCRIPTION

[0012] Generative response engines such as large lan-

guage models represent a significant milestone 1n the field of
artificial intelligence, revolutionizing computer-based natu-

ral language understanding and generation. Generative
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response engines, powered by advanced deep learning tech-
niques, have demonstrated astonishing capabilities in tasks

such as text generation, translation, summarization, and
even code generation.

[0013] Many generative response engines provide a con-
versational user interface powered by a chatbot whereby the
user account interacts with the generative response engine
through natural language conversation with the chatbot.
Such a user interface provides an mntuitive format to provide
prompts or structions to the generative response engine. In
fact, the conversational user interface powered by the chat-
bot can be so ellective that users can feel as if they are
interacting with a person. Some user accounts find the
generative response engine elfective enough that they utilize
the conversational user interface powered by the chatbot as
they would an assistant.

[0014] One use of generative response engines 1s auto-
mated application development and software development
functions to automate complex tasks, enhance productivity,
and reduce manual errors. For example, generative response
engines are driven by advanced Al models and can interpret
natural language specifications or high-level requirements
and generate corresponding code, documentation, or con-
figurations, which allows developers to focus more on
architectural decisions and problem-solving rather than
repetitive implementation details. As an example, a function
that translates user stories into unit tests or skeleton code 1s
important because 1t accelerates the development phase and
also enforces consistency and test coverage from the outset.
A generative engine can also automate the creation and
maintenance of continuous integration/continuous develop-
ment (CI/CD) pipelines by writing instructions (e.g., YAML
or JSON) files for workflows, and generating server deploy-
ment scripts tailored to specific cloud environments. Addi-
tionally, generative response engines can automate tasks
such as database schema migrations, API endpoint scaflold-
ing, and server provisioning to streamline operations and
reduce riction between development and operations teams.
(Generative response engines can contribute to documenta-
tion, generate performance monitoring scripts, and produce
security checks. Despite these advantages, generative
response engines require thorough oversight, including
human review of generated code, robust automated testing,
and continuous feedback loops to ensure maintainability,
security, and scalability.

[0015] Current generative response engines are trained
with various safeguards to prevent them from learning or
enabling harmiul behaviors. For example, generative
response engines are trained to prevent hacking or bypassing
security measures. During the training process, curated
datasets are screened to remove examples that demonstrate
or 1nstruct malicious activities, and reinforcement learning
from human feedback (RLHF) 1s often emploved to further
discourage harmiul output. Techniques such as red-teaming,
where automated tests or experts attempt to prompt the
generative response engine into undesirable behavior, are
used to identily and patch potential vulnerabilities before
deployment. However, penalizing behavior during training
can sometimes encourage the generative response engine to
learn to hide 1ts actions by refusing to answer outright but
still possessing latent capability or knowledge about hacking
methods. As a result, rather than resolving the underlying
safety 1ssue, the generative response engine may become
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more adept at obfuscating i1ts responses, posing ongoing
challenges for transparency and alignment in Al safety
research.

[0016] Another technique to monitor and observe the
actions and outputs generated by a machine learming model
1s an action monitor. The action monitor 1s configured to
receive data streams including tool 1invocations code modi-
fications {file edits and output artifacts produced by the
machine learning model during task execution. The action
monitor 1s structured to apply rule-based detection patterns
or lightweight machine learning classifiers to i1dentily
anomalous or potentially exploitative actions such as skip-
ping validation steps modifying restricted files or injecting,
trivial solutions. The action monitor operates independently
of the chain-of-thought analysis and focuses on the behav-
ioral outputs of the machine learning model based on 1ts tool
calls and final out. However, the action monitor fails when
the machine learming model produces outputs that appear
valid or compliant at the action level while concealing
exploitative intent or misaligned reasoning within the chain
of thought.

[0017] Systems, apparatuses, processes (also referred to as
methods), and computer-readable media (collectively
referred to as “systems and techniques”) are described
herein for monitoring machine learning models for misbe-
havior detection through cross-model analysis of inner
monologue representations. For example, a system 1s con-
figured to provide, to a first machine learning model, the
inner monologue generated by a second machine learning
model that 1s performing a user-directed task, such as
generating natural language responses. The first machine
learning model analyzes the provided inner monologue and
produces information indicative of whether the second
machine learning model exhibits misbehavior, such as
reward hacking by exploiting training signals to maximize
reward without genuinely solving the task.

[0018] In some aspects, the system uses misbehavior
detection to govern output control, where the system rejects
outputs from the second machine learning model 11 misbe-
havior 1s detected. When an output 1s rejected, the system
can initiate a second iteration by resubmitting the user task
to the second machine learning model, optionally without
adding further instructions, allowing the second machine
learning model to attempt a corrected output. This 1terative
process enables eflicient refinement by 1solating the reward
hacking i1ssue at the level of the mner monologue, without

necessarily requiring the first model to have full context of
the user task.

[0019] In some aspects, the first machine learning model
1s a smaller, lightweight model with fewer learned weights
than the second machine learning model. This architectural
separation enables efficient monitoring, where a simpler
monitoring model can evaluate the introspective reasoning
(1.., the mmmer monologue) without duplicating the full
capacity or complexity of the primary model. Additionally,
the system can apply penalties to the reward function
associated with the training engine of the second machine
learning model when misbehavior 1s detected and may
adjust the magnitude of these penalties over time. For
example, decreasing the pressure of penalties after repeated
applications can prevent the second machine learning model
from hiding or falsifying internal reasoning to avoid detec-
tion.
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[0020] In some implementations, the system further rein-
forces positive behavior by rewarding the training process
when the first machine learning model indicates clean or
legitimate 1nner monologue behavior. By combining penalty
and reward mechanisms and monitoring at the introspective
level, these systems and techniques enable robust, adaptive
training loops that safeguard against misbehavior (e.g.,
reward hacking) and improve overall model alignment with
intended task performance.

[0021] FIG. 1 illustrates an example Al assistant service
supporting a generative response engine during inference
operations 1n accordance with some aspects of the present
technology. Although the example system depicts particular
system components and an arrangement of such compo-
nents, this depiction 1s to facilitate a discussion of the
present technology and should not be considered limiting
unless specified 1n the appended claims. For example, some
components that are 1llustrated as separate can be combined
with other components, and some components can be
divided into separate components.

[0022] Al model(s) 110 are artificial intelligence (AI)

models that can generate content in response to a prompt.
The prompt can be from a human or a software entity (Al or
applications, such as client application 138). The prompt 1s
generally 1n natural language but could be 1n code, including
binary. Some examples of Al model(s) 110 can include
language models that generate language, such as CHATGPT,
or other models, such as DALL-E or IMAGEGEN, which
generate 1mages, and SORA, which generates videos.
CHATGPT, DALL-E, IMAGEGEN, and SORA are all pro-
vided by OPENAI but the Al model(s) 110 are not limited
to Al provided by OPENAI. Al model(s) 110 can also be any
type of generative Al and can 1nclude Al developed using
various architectures such as diffusion models and trans-
formers (e.g., autoregressive transformer architecture) and
combinations of models. Some Al models are multi-modal
models which can receive and output data in text, image,
audio, etc.

[0023] In some instances, a language model, such as
CHATGPT, can receive prompts to output images, video,
code, applications, etc., which it can provide by interfacing
with one or more other models, as will be addressed further
herein.

[0024] Al model(s) 110 may be part of a generative
response engine 140, where generative response engine 140
may 1nclude one or more components for supporting inter-
action with Al model(s) 110. Users can interact with gen-
erative response engine 140 through a front end 102 and
applications can interact with generative response engine
140 through APIs 106. Front end 102 serves as the interface
and itermediary between the user and generative response
engine 140. It encompasses a graphical user interface 104
which may be used to provide mput that facilitate commu-
nication with generative response engine 140 and Al model
(s) 110. Generally, users interact through a graphical user
interface 104 that often includes a conversational interface,
and applications interact through the API 106, but this 1s not
a requirement.

[0025] While some components are shown as being part of
generative response engine 140 and some are outside of
generative response engine 140, this 1s for illustration pur-
poses only and some components such as tool 130 might be
part ol generative response engine 140, and some compo-
nents such as moderation system 136 might be outside of
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generative response engine 140. As used herein, generative
response engine 140 encompasses deterministic services
that are first-party services that prepare prompts to be sent to
Al models, that are primitive level services that Al model(s)
110 can utilize to generate a response to a prompt. Services
that are outside of generative response engine 140 are
logically separate. For example, front end 102 might be a
first-party front end (provided by the same party that pro-
vides generative response engine 140) but front end 102 1s
used to interface with generative response engine 140 rather
than aid 1n developing a response to a prompt.

[0026] Some components of generative response engine
140 might be executed by computing programming units
(CPU), and some components might be executed by graphi-
cal processing units (e.g., Al model(s) 110).

[0027] Insomeembodiments, client application 138 might
provide a graphical user interface that 1s custom to client

application 138 or can display graphical user interface 104
provided by generative response engine 140 provider.

[0028] Graphical user interface 104 1s the platform
through which users interact with the generative response
engine 140. It can be a web-based chat window, an appli-
cation, or any interface that supports data input and output.
Graphical user interface 104 facilitates a conversation
between the user and Al model(s) 110, as the user provides
prompts 1n graphical user interface 104 to which Al model
(s) 110 respond, and generative response engine 140 pres-
ents those responses 1n graphical user interface 104. In some
aspects, graphical user interface 104 presents a conversa-
tional interface, which has attributes of a conversation thread
between a user account and Al model(s) 110.

[0029] Graphical user mterface 104 1s configured to per-
form input handling and output presentation. The type of
inputs that can be received can be relative to the specifics of
generative response engine 140 and/or AI model(s) 110. For
example, a language model 1s generally configured to accept
text, but when the Al model 1s a multi-modal Al model, front
end 102 can accept voice and 1mages/video.

[0030] In some aspects, front end 102 can be a layer to
accept any nputs, provide the mputs to generative response
engine 140, receive outputs from generative response engine
140 and display the outputs. Graphical user interface 104
can accept any 1nput types as part of the prompt, and front
end Al service 142 can determine which Al model or
collection of Al models are best suited to respond to the
prompt. Front end Al service 142 can be one or more Al
models that can be trained to determine which Al model
should be used to respond to a prompt, and 1 some
examples, can be used to improve prompts or provide
additional configuration details, such as how long a reason-
ing model should spend processing a prompt. In general,
front end Al service 142 can support functions of graphical
user interface 104 by performing interference operations
before a prompt 1s sent to generative response engine 140.
Generally graphical user interface 104 1s present on a client
device, while front end Al service 142 might be present on
the same client device or on a server 1n a data center.

[0031] Graphical user interface 104 1s also configured to
maintain the context of the conversation, which allows for
coherent and relevant responses. For example, graphical
user interface 104 1s responsible for providing the conver-
sation thread and other relevant context accessible to the
front end 102 to the Al models along with the specific
prompt. In an example, a conversation between the user
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account and the AI model(s) 110 can have taken several
turns (prompt, response, prompt, response, etc.). When the
user account provides a further prompt, the graphical user
interface 104 can provide that prompt to Al model(s) 110 1n
the context of the entire conversation.

[0032] In another example, graphical user interface 104
might be configured to provide a system prompt along with
a user-provided prompt. A system prompt 1s hidden from the
user account and 1s used to set the behavior and guidelines
for the Al model. The system prompt can be used to define
the AI’s persona, style, and constraints. There can be levels
of system prompts. A highest level of a system prompt might
be provided by the Al model(s) 110 provider and 1s meant to
establish policies for the behavior of AI model(s) 110. This
highest level of system prompt should be prohibited from
being edited. A customization system prompt can be used to
customize the behavior of the Al model and 1s often pro-
vided through an API call, or provided by a user account
when creating a customized version of Al model(s) 110. A
still lower level of system prompt might include hidden
information about a task. This can include chain-of-thought
from a reasoning model, or context about an application that
Al model(s) 110 1s working with to complete a task. Accord-
ingly, graphical user interface 104 does not display all of the
output of the Al model.

[0033] Graphical user mterface 104 1s also configured to
display the responses from the Al model, which might
include text, code snippets, images, or interactive elements.

[0034] In some aspects, Al model(s) 110 can provide
instructions to front end 102 that instruct graphical user
interface 104 about how to display some of the output from
the Al model. For example, the AI model and/or generative
response engine can direct graphical user mtertace 104 to
present code 1n a code-specific format, or to present inter-
active graphics, or static images. In other examples, the Al
model and/or generative response engine can direct graphi-
cal user interface 104 to present an interactive document
editor where graphical user interface 104 can be presented
with the document editor so that the user account and the Al
model can collaborate on the document.

[0035] In some aspects, Al model(s) 110 can provide
instructions to personalization state 126 to record facts 1n a
personalization notepad. Personalization state 126 can store
information received directly from the user account or
inferred from prompts provided by the user account, and can
be used to provide context to the AI model such that output
1s personalized for the user account. In some examples, front
end 102 can be configured to notity the user account that a
memory was created. Personalization state 126 can also
include summaries of past conversation threads between the
user account and the generative response engine 140, and/or
a searchable index of past conversation threads. In this way,
personalization state 126 aid generative response engine 140
and/or Al model(s) 110 to learn specific facts about a user
account and recall past interactions. The past interactions
can be used to guide future responses by generative response
engine 140 and/or Al model(s) 110 such that generative
response engine 140 and/or Al model(s) 110 becomes per-
sonalized to a particular user account.

[0036] Generative response engine 140 can provide one or
more application programming interfaces (API(s)) 106.
APIs enable developers to integrate the Al model’s capa-
bilities mto external applications and services. APIs 106
provide programmatic access to generative response engine
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140, allowing for customized interactions and functionali-
ties. While APIs 106 are shown as part of generative
response engine 140, in some examples, APIs 106 are part
of front end 102. API 106 can refer to points of access to Al
model(s) 110. In some examples, API 106 endpoints are
located at context management service 120.

[0037] APIs 106 can accept structured requests containing
prompts, context, and configuration parameters. For
example, an API can be used to provide prompts and divide
the prompt into system prompts and user prompts. In some
aspects, APIs 106 can provide specific inputs for which Al
model(s) 110 are configured to respond with a specific
behavior. For example, an API can be used to specily an
output 1 a particular format or structured output. For
example, in the chat completion API, the API call can
specily parameters for the output, such as the max length for
the desired output, and specily aspects of the tone of the
language used in the response. The output can also be
structured output and in a data interchange format such as
JavaScript object notation (JSON). For example, the input
query may include a schema that 1dentifies a specific output
structure. Some common APIs are for participating 1 a
conversation (Chat Completion API), for providing a single
response (Completion API), for converting text into embed-
dings (Embeddings API), etc. The API can also be used to
indicate specific decision boundaries that AI model(s) 110
might be trained to interpret. For example, the moderation
API can take advantage of Al assistant service 100°s content
moderation decision-making. In the case of the moderation
API and others, the API might give access to services other
than the Al model. For example, the moderation API might
be an interface to moderation system 136, addressed below.

[0038] Some other common APIs include the Fine-Tuning
API, which allows developers to customize Al model(s) 110
ol generative response engine 140 using their own datasets;
the Audio and Speech APIs, which cause Al model(s) 110 to
output speech or audio; and the Image Generation API,
which causes Al model(s) 110 to output images (which may
request operations of other models).

[0039] There can also be APIs that direct Al model(s) 110

and/or generative response engine 140 to interface with
other applications or other generative Al engines. In such
cases, the specific application or Al engine might be speci-
fied, or Al model(s) 110 might be allowed to choose another
application of generative response engine 140 to use 1n
response to a prompt.

[0040] As described herein, a Responses API can be an
improved API for interacting with Al model(s) 110.
Responses API can take as a parameter a response 1D, which
can be used to return Al model(s) 110 to a state that the
model was 1n at a particular response, thereby allowing a
user account or developer to recall a previous context
without having to re-prompt Al model(s) 110 or having to
replicate a previous series of prompts. Further, Responses
API can facilitate function/tool chaining to enable execution
of operations requiring several function/tool calls without
the added overhead of responding to an API caller to call the
function or tool. Instead, deterministic code associated with
the API can be directed to call functions or tools (including
other Al models) on behalf of the AI model, and return data
resulting from the function or tool call to the Al model.

[0041] In short, graphical user interface 104 and APIs 106
can be used to provide prompts to Al model(s) 110 of
generative response engine 140. Prompts are sometimes
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differentiated 1nto prompt types. For example, a system
prompt can be a hidden prompt that sets the behavior and
guidelines for the generative response engine. A user prompt
1s the explicit input provided by the user, which may include
questions, commands, or information.

[0042] Generative response engine 140 may also include a
context management service 120. The function of context
management service 120 1s to manage and organmize the flow
of data among key subsystems, enabling AI model(s) 110 to
generate responses that are contextually relevant, accurate,
and enriched with additional information as required.

[0043] Action 122 facilitates auxiliary tasks that extend
beyond basic text generation. In some aspects, action 122
can be actions that correspond to an API 106. In some
aspects, action 122 can be agentic actions that AI model(s)
110 decide to take to carry out a user’s intent as described
in the prompt. For example, an action can be to call tool 130
or even other Al model(s) 110. Tools 130 can include
internet browsers, editors such as code editors, other Al
tools, etc. While tools are shown outside of generative
response engine 140, some tools might be part of generative
response engine 140 and some tools might be external tools.

[0044] Prompt 124 1s the request or command provided by
the user account through front end 102. In some aspects,
prompt 124 can be further supplemented by a system prompt
and other information that might be included by graphical
user interface 104 or API 106 or associated with a custom Al
model. In some aspects, prompt 124 can be modified or
enhanced by Al model(s) 110 as addressed further below.
Additionally, as the user account provides prompts and Al
model(s) 110 provide responses, a conversation thread
forms. As the user account provides a new prompt, this 1s
appended to the overall conversation and added to prompt
124. Thus, a user account might think of a first user-provided
message as a first prompt and a second user-provided
message as a second prompt, and so on, but prompt 124 as
perceived by Al model(s) 110 can include a thread of
user-provided messages and responses from Al model(s) 110
in a multi-turn conversation. The actors 1n the conversation
thread can be labeled so that Al model(s) 110 can review the
turns ol the conversation. Generally, prompt 124 will
include an entire conversation thread, but 1n some 1nstances,
prompt 124 may be shortened i1f 1t exceeds a maximum
accepted length (generally measured by a number of tokens).

[0045] In some examples, context management service
120 can also route prompts and response through modera-
tion system 136. In some aspects, prompts are provided to
prompt safety system 132 before being provided to Al
model(s) 110. Prompt safety system 132 1s configured to use
one or more techniques to evaluate prompts to ensure a
prompt 1s not requesting Al model(s) 110 to generate mod-
crated content. In some aspects, prompt safety system 132
can utilize text pattern matching, classifiers, and/or other Al
techniques.

[0046] Since prompts can evolve over time through the
course of a conversation, consisting of prompts and
responses, prompts can be repeatedly evaluated at each turn
in the conversation.

[0047] Personalization state 126 can facilitate continuity
and personalization 1n conversations. It allows the system to
maintain user-specific context, preferences, or details that
may inform future interactions. Personalization state 126
can include a memory file of persisted data from previous
interactions or sessions that provide background information
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to maintain continuity. In some aspects, information can be
recorded to personalization state 126 at the instruction of Al
model(s) 110 when Al model(s) 110 i1dentily a fact or data
that 1t determines should be saved 1n memory because the
fact and/or data might be useful 1n later conversations or
sessions. In some aspects, personalization state 126 can also
include synthesized concepts extracted from past conversa-
tion threads, and personalization state 126 can also encom-
pass the ability of Al model(s) 110 to search through past
interactions to find relevant information to a current con-
versation thread.

[0048] Conversation metadata 128 can aggregate data
points relevant to the conversation, including user prompt
124, action 122, and personalization state 126. This con-
solidated 1nformation package serves as the input for Al
model(s) 110. Conversation metadata 128 can label parts of
a prompt as user-provided, Al model-provided, a system

prompt, personalization state 126, data from action 122 or
tool 130 (addressed below).

[0049] Al model(s) 110 are the core engines that process
inputs (Irom context management service 120) and generate
outputs. In some aspects, Al model(s) 110 may be a gen-
erative transformer, or autoregressive transformer, but could
use other architectures. In some examples, the transformer 1s
multi-modal transformer that can use audio tokens (or
embeddings thereot), visual tokens (or embeddings thereot),
and language (or embeddings thereot) as needed.

[0050] A core feature of Al model(s) 110 1s to generate
content 1n response to prompts. The prompt can be from
client application 138 provided via graphical user interface
104. Al model(s) 110 can be configured to receive inputs via
APIs 106 that provide guidance on a desired output. Al
model(s) 110 can analyze the mput and identily relevant
patterns and associations in the data, and generate a
sequence of tokens that are predicted as the most likely
continuation of the mput. Al model(s) 110 generate
responses by sampling from the probability distribution of
possible tokens, guided by the patterns observed during its
training. Two features of the autoregressive transiformer that
result in this functionality are that the autoregressive trans-
former might use the decoder part of the transformer archi-
tecture and that 1t utilizes self-attention. By using the
decoder part of the transformer architecture, the transformer
focuses on predicting the tokens given the previous context
tokens. The self-attention mechanism captures long-range
dependencies amongst tokens, allowing 1t to generate con-
textually relevant responses (in text, audio, images, and
video).

[0051] In some aspects, Al model(s) 110 can generate
multiple possible responses before presenting the final one.
Al model(s) 110 can generate multiple responses based on
the mput, and these responses are variations that Al model(s)
110 consider potentially relevant and coherent.

[0052] In some aspects, Al model(s) 110 can evaluate
generated responses based on certain criteria. These criteria
can include relevance to the prompt, coherence, fluency, and
sometimes adherence to specific guidelines or rules, depend-
ing on the application. Based on this evaluation, Al model(s)
110 can select the most appropriate response. This selection
1s typically the one that scores highest on the set critena,
balancing factors like relevance, informativeness, coher-
ence, and content moderation instructions/training.

[0053] In some aspects, an 1struction provided by an API
106, a system prompt, or a decision made by Al model(s)
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110 can cause Al model(s) 110 to interpret a prompt and
re-write 1t or improve the prompt for a desired purpose. For
example, Al model(s) 110 can determine to take a prompt to
make a picture and enhance the prompt to yield a better
picture. In these instances, Al model(s) 110 can generate
theirr own prompts, which can be provided to tool 130 or
provided to Al model(s) 110 to yield a better output response
than the original prompt might have.

[0054] AI model(s) 110 can also do more than generate
content in response to a prompt. In some aspects, Al
model(s) 110 can use decision boundaries to determine the
appropriate course of action based on the prompt. In some
examples, a decision boundary might be used to cause the Al
model to recognize that it 1s being asked to provide a
response 1n a particular format such that the Al model will
generate 1ts response constrained by the particular format. In
some examples, a decision boundary can cause the model to
refuse to generate a responsive output 1f the decision 1s that
the responsive output would violate a moderation policy. In
some examples, the decision boundary might cause the Al
model to recognize that it interfaces with another AI model
or application to respond to the prompt. For example, when
the Al model 1s a language model, 1t might recognize that 1t
1s being asked to output an 1mage, and therefore, 1t interfaces
with a model that can output 1images to provide a response
to the prompt. In another example, the prompt might request
a search of the Internet betfore responding. The AI model can
use a decision boundary to recognize that 1t should conduct
a search of the Internet and use the results of that search 1n
responding to the prompt. In another example, the prompt
might request that the Al model take an agentic action on
behalf of the user by interacting with a third-party service
(e.g., book a reservation for me at . . . ), and the Al model
can use a decision boundary to recognize that 1t needs to plan
steps to locate the third-party service, contact the third-party
service, and interact with the third-party service to complete
the task and then report back to the user that the action has
been completed.

[0055] When Al model(s) 110 determine to take an agentic
action on behalf of the user or to call a tool to aid 1n
providing a quality response to the user account, Al model(s)
110 maght call a tool 130 or cause an action 122 to be
performed. As indicated above, tools 130 can include inter-
net browsers, editors such as code editors, other Al tools etc.
Actions 122 are actions that AI model(s) 110 can cause to be
performed, perhaps using tool 130. As used herein actions
122 should be considered to cover a broad array of actions
that Al model(s) 110 can perform with or without tools 130.
Tools 130 are considered to cover a wide variety of services
and software that encompass tools such as a computer
operating system such that AI model(s) 110 can control the
computer operating system on the user’s behalf, to robotic
actuators, to search browsers and specific applications.

[0056] Additionally, AI model(s) 110 can also generate
portions of responses that are not displayed to the user. For
example, Al model(s) 110 can direct front end 102 to
provide specific behaviors, such as directions for how to
present the response from Al model(s) 110 to the user
account. In another example, Al model(s) 110 can provide
response portions dictated by APIs 106, where portions of
the response to the API might be for the consumption of the
calling application but not for presentation to the end user.
In another example, some Al model(s) 110 are reasoning
models, which are Al model(s) 110 that are configured to
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output a raw chain-of-thought before preparing a final
response to a prompt. The raw chain-of-thought might not be
presented to a user account or application calling an API.
Instead, another Al model might summarize the raw chain-
of-thought into a more consumable and usetul output for the
user account or application.

[0057] In some aspects, the output of the Al model can be
turther analyzed by output safety system 134. While Al
model(s) 110 can perform some of their own moderation,
there can be instances where it 1s beneficial to have another
service review outputs for compliance with a moderation
policy. The use of dashed lines 1n FIG. 1 differentiates a path
using output safety system 134 and not using output safety
system 134.

[0058] As used herein, the present description may refer to
the generative response engine or Al model(s) making a
determination or reasoning prior to providing a response to
a prompt. Determining can refer to a process by which an Al
model outputs a response that provides a conclusion. In an
example, an Al model can perform an inference operation to
output a sequence ol tokens, which output provides a
determination. In such an example, the Al model might not
have made any decision other than to sample particular
tokens to provide an output, yet the response from the Al
model might be a statement of determination. In another
example, Al models can be trained to make particular
determinations. In such examples, the Al model can be
trained to make a decision, such as to cross a decision
boundary to take an agentic action or to call a tool, eftc.

[0059] Reasoning refers to simulating logical processes to
draw conclusions or perform tasks based on provided inputs
and learned information. Although the Al model might lack
true understanding, the Al model uses pattern recognition
and linguistic associations to emulate reasoning by linking
related concepts and predicting outcomes. As used herein,
the term reasoning by an Al model refers to the process
performed by Al models known as reasoning models.

[0060] FIG. 2 1s a conceptual block diagram of machine
learning models that are configured to detect cheating during
solftware development tasks 1n accordance with some
aspects of the disclosure.

[0061] In some aspects, FIG. 2 1llustrates parts of genera-
tive response engine 200 (e.g., the generative response
engine 140) such as front end 210 (e.g., front end Al service
142) and back end 220 that are configured to interact with
first machine learning model 230 for performing various
tasks such as software development. Second machine learn-
ing model 240 1s also included in the generative response
engine 1n this case and 1s configured to identify attempts by
first machine learning model 230 to cheat based on an 1nner
monologue from the first machine learning model 230. In
some cases, first machine learning model 230 can provide
the chain-of-thought to back end 220, which relays the
chain-of-thought to second machine learming model 240. In
other cases, second machine learning model 240 can be
configured to receive the chain-of-thought direction from
first machine learming model 230. In some aspects, the
chain-of-thought process 1n a machine learning model can
also be considered an inner monologue because it represents
the model’s step-by-step internal reasoning as 1t breaks
down a complex problem into intermediate steps, making 1ts
decision process more interpretable and allow analysis of
how the model arrives at a final answer rather than treating,
it as a black-box output.
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[0062] In some aspects, front end 210 1s an interface to
receive user prompts and to display generated outputs from
the generative response engine such as final answers and
software 1nstructions. Front end 210 can be configured to
render content at different locations, such as at a client (e.g.,
a single page application), at a server (e.g., static site
generation), or both the client and server (e.g., server side
rendering with hydration). Front end 210 1s configured to
transmit the user prompts to back end 220, which includes
corresponding systems to manage and coordinate the vari-
ous, such as authentication, billing, databases, logging,
caching, and other systems.

[0063] Back end 220 1s configured to perform various
functions, such as the identification of unsafe prompts and
various other security checks. In some aspects, back end 220
can also modily or update the prompt for system level
configuration for example, such as identification of objective
information that can facilitate inference. For example, back
end 220 can identify a language of the prompt (e.g., a
programming language, a written language, etc.) and gen-
crate a prompt from the user prompt with specific system
information such as the language. Back end 220 can send the
generated prompt or the user prompt (either modified or
unmodified) to first machine learning model 230 to perform
a natural language task within the prompt. For example, the
prompt can include an instruction to perform a software
engineering function (e.g., generate a unit test, buld a
component, etc.).

[0064] In some aspects, first machine learning model 230
1s structured as a foundation model configured to perform
complex reasoning tasks across diverse natural language and
coding environments. The foundation model comprises mul-
tiple transformer layers structured to process mput prompts
and to generate intermediate reasoning steps as a chain-oi-
thought. For example, first machine learning model 230 1s
configured to apply attention mechanisms across input
tokens and intermediate representations to integrate contex-
tual information and to guide the reasoning process. That 1s,
first machine learning model 230 1s configured to generate
intermediate logical steps (e.g., readable by humans or a
monitor) during inference and can use these intermediate
logical steps to guide and continue trying diflerent processes
to come to a final result.

[0065] The first machine learning model 230 1s configured
to generate code 1n response to natural language prompts
and to perform a range of soltware engineering tasks. For
example, first machine learning model 230 1s structured to
process prompts to generate code, unit tests, documentation,
server configurations, project configurations, and other engi-
neering functions. For example, first machine learning
model 230 1s configured to generate chain-of-thought that
outlines reasoning steps for the task, as well as output
executable code including function definitions, script
updates, configuration files, and deployment scripts. In some
examples, first machine learning model 230 1s configured to
handle tasks such as refactoring legacy codebases adapting
code for new frameworks, updating server settings, auto-
mating build pipelines, and managing continuous integration
workilows.

[0066] Second machine learning model 240 1s structured
as a small reasoning model configured to receive the chain-
of-thought streamed from first machine learning model 230.
Based on the chain-of-thought, second machine learning
model 240 1s configured to monitor the actions of first
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machine learning model 230 to identily misbehavior. An
example of misbehavior 1s reward hacking, which includes
omitting some functions such as a unit test or an integration
test. The second machine learning model 240 1s architec-
turally designed with fewer transformer layers and reduced
model width (e.g. relative to first machine learning model
230) to minimize computational demands and to enable
lightweight deployment. The architectural reduction 1n sec-
ond machine learning model 240 1s achieved through prun-
ing of attention heads, reduction of hidden dimensions, and
reduction of parameter count to enable eflicient zero-shot or
tew-shot evaluation without degrading monitoring accuracy.
Second machine learning model 240 1s configured to detect
patterns within the chain-of-thought to identify cases of
reward hacking. Second machine learning model 240 also
can 1dentily clean behavior that is not imndicative of reward
hacking.

[0067] Misbehavior comprises any activity by the first
machine learning model that exploits an unintended eflect.
A non-limiting example of misbehavior 1s reward hacking,
or when a reward function 1s modified, bypassed, or some
side eflect to the reward function 1s generated to achieve
higher reward outcomes without fulfilling the intended task
requirements. For example, second machine learning model
240 can catch reward hacking attempts by analyzing the
chain-of-thought sequences generated by first machine
learning model 230 to 1dentity linguistic and logical patterns
indicative of exploitative mtent. An example of a reward
hack 1s a raise skiptest( ) function that skips a unit test that
tests a function to provide specific output. Rather than
configure the function to provide the correct output, first
machine learning model 230 can attempt to skip the unit test.
Another example of a reward hack 1s an exit(0), which
causes the function to exit while reporting a success. Non-
limiting variations of misbehavior include modifications to
the unit test, modification mput data, or application of side
eflects that aflect the result of the reward function, effec-
tively sidestepping an objective test for the machine learning,
model.

[0068] Second machine learning model 240 1s configured
to apply token-level attention and sequence-level pattern
recognition to detect when first machine learning model 230
reasons about bypassing genuine solutions or manipulating,
task conditions to achieve success. The second machine
learning model 240 1s further structured to evaluate the
semantic content of the chain-of-thought to 1dentify expres-
sions ol intent such as plans to modily unit tests skip
validation checks or hardcode outputs. Upon detection of
such patterns, second machine learning model 240 1s con-
figured to flag the corresponding output for intervention or
rejection. For example, back end 220 1s configured to
receive a signal from second machine learning model 240
that the chain-of-thought has a high probability indicative of
exploitative intent. In this case, back end 220 i1s configured
to update training objectives or to filter outputs by first
machine learning model 230 based on second machine
learning model 240. For example, back end 220 can block
the output of first machine learning model 230 based on the
signal from second machine learning model 240. Back end
220 can also request first machine learning model 230 to try
again without modifying the prompt itself.

[0069] In some aspects, second machine learning model
240 provides an improvement over the action monitor by
incorporating second machine learning model 240 as a
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chain-of-thought monitor configured to analyze the interme-
diate reasoning outputs generated by first machine learning
model 230. Second machine learning model 240 is struc-
tured to detect exploitative intent and misaligned strategies
that are not observable through action-level analysis alone
by evaluating the semantic and logical content of the chain-
of-thought sequences. For example, second machine learn-
ing model 240 1s configured to i1dentily cases where first
machine learning model 230 plans to bypass genuine solu-
tions or to manipulate task conditions even when the result-
ing actions and outputs appear superficially correct. By
monitoring the reasoning, second machine learning model
240 achieves higher detection relative to the action monitor
and provides early detection signals before the execution or
delivery of task outputs from {first machine learning model
230. For example, the chain-of-thought monitoring of sec-
ond machine learning model 240 captures a broader range of
misbehavior and improve overall robustness against mis-
aligned model behaviors.

[0070] FIG. 3 1s a graph 300 1llustrating results of training
a machine learning model based on a monitoring machine
learning model 1n accordance with some aspects of the
disclosure. For example, graph 300 illustrates the detection
performance of the action monitor and the chain-of-thought
monitor (e.g., the second machine learning model 240) over
multiple training epochs as shown on the X axis of graph
300, where each epoch represents a pass through the agentic
coding environment tasks. The Y axis of graph 300 repre-
sents the frequency or rate of detected misbehavior events
(e.g., reward hacking) relative to total task attempts and
identifies how often each monitor successfully identifies
exploitative behaviors.

[0071] The graph 300 hughlights two distinct reward hack-
ing attempt (e.g., exit(0) and raise SkipTest) that emerged
during training without any monitors. For example, exit(0),
involves the agent invoking an early program termination
without raising an error, allowing it to bypass task execution
and falsely register success. The second hack is raise
SkipTest, which involves the machine learning model rais-
ing a test-skipping exception to circumvent the execution of
unit tests, causing tests to pass without validating the under-
lying code functionality. These behaviors represent failures
because they exploit weaknesses in the task framework to
achieve reward outcomes without fulfilling the mtended task
objectives, undermining the integrity of the reinforcement
learning process and leading to the development of agents
that prioritize shortcut strategies over genuine solutions.

[0072] In some aspects, the action monitor that monitors
behavior of the model based on output and tool calls 1s able
to catch the misbehavior based on reward hacking by the
model (e.g., first machine learning model 230) 1n some
cases. However, the graph 300 shows that the chain-oi-
thought monitor (e.g., second machine learning model 240)
1s able to catch the different reward hacking attempts with
high fidelity, maintaining a strong correlation across each
reward hacking attempt during training. The graph 300
shows that the chain-of-thought monitor achieves higher
recall in identifying these hacks compared to the action
monitor, providing evidence of the improved detection per-
formance when incorporating chain-oi-thought analysis into
the monitoring system.

[0073] FIG. 4 1s a conceptual block diagram of a training
system 400 that 1s configured to train a machine learning




US 2026/0268155 Al

model or other components based on a monmitoring machine
learning model in accordance with some aspects of the
disclosure.

[0074] Training system 400 comprises training system 410
configured to train first machine learming model 430 using
datasets 420. Tramning system 410 1s configured to retrieve
data samples from datasets 420 and supply training inputs to
first machine learning model 430. For example, {irst
machine learning model 430 1s configured as a foundation
model structured to perform reasoning tasks and to generate
chain-of-thought outputs. Training system 410 receives out-
puts from first machine learning model 430, including
intermediate token sequences and final task predictions, and
computes a loss function based on a comparison between the
predicted outputs and the target outputs defined 1n datasets

420.

[0075] A loss function quantifies discrepancies between
predicted outputs and expected targets by measuring task
performance metrics such as cross-entropy loss for classi-
fication tasks or mean squared error for regression tasks.
Training system 410 1s configured to apply backpropagation
using the computed loss to update the weights of first
machine learning model 430. The backpropagation process
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propagates gradient signals backward through the model
layers, including attention heads and feedforward blocks, to
adjust parameter values 1n a direction that minimizes the
loss. This process allows first machine learning model 430
the learn how to respond to specific mputs based on the
training.

[0076] Training system 410 1s further configured to incor-
porate feedback from second machine learning model 440,
which serves as a chain-of-thought monitor, by incorporat-
ing auxiliary loss components that penalize misbehavior
(e.g., reward hacking or misaligned behavior). The auxiliary
loss 1s combined with the primary task loss to form a
composite loss function and enable training system 410 to
simultaneously optimize for task accuracy and alignment
compliance. Training system 400 iteratively perform for-
ward passes, loss computation, backpropagation, and weight
updates across multiple training epochs to converge first
machine learning model 430 toward an optimized parameter
configuration that balances reasoning capability with safe
and aligned behavior.

[0077] Table 1 below illustrates example of training sys-
tem 400 using pytorch to perform various neural network
functions. In this example, first model 1s trained based on
backpropagation and datasets from datasets 420.

TABL

L1

1

1.1111 45 I1N

h.optim as optim
# Define First ML Model
class FirstMLModel(nn.Module):
det 1t (self, input_ dim, hidden_dim, output_ dim):
super(FirstMLModel, self). mit ()
self.embedding = nn.Embedding(input_ dim, hidden_ dim)
self.attention = nn.Multithead Attention(hidden_ dim, num__heads=4)
self.fc = nn.Linear(hidden_ dim, output_ dim)
detf forward(self, x):
embedded = self.embedding(x)
attn__output, _ = self.attention(embedded, embedded, embedded)
output = self.fc(attn_ output.mean(dim=1))
return output, attn__output # return attention outputs for inspection
# Define Second ML Model (CoT Monitor)
class SecondMLModel(nn.Module):
def _ mit  (self, input_ dim, hidden dim):
super(SecondMLModel, self). it ()
self.lstm = nn.LSTM(input__dim, hidden__dim, batch__first=True)
self.classifier = nn.Linear(hidden_ dim, 1) # Binary flag: hack/no hack
detf forward(self, x):
_, (hidden, ) = self.lstm(x)
flag = torch.sigmoid(self.classifier(hidden[-1]))
return flag
# Initialize models
input_ dim = 1000
hidden dim = 256
output__dim = 10
first. _model = FirstMLModel(input_ dim, hidden_ dim, output_ dim)
second__model = SecondMLModel(hidden_ dim, hidden_ dim)
# Loss functions
task loss_ fn = nn.CrossEntropyLoss( )
alignment_loss_ in = nn.BCELoss( )
# Optimizer
optimizer = optim.Adam(first__model.parameters( ), Ir=1e-4)
# Training loop (simplified)
for epoch in range(10):
for batch_ inputs, batch_ targets in dataloader: # Assume dataloader
optimizer.zero__grad( )
# Forward pass through first model
task outputs, attn_ outputs = first _model(batch__inputs)
# Compute task loss

task loss = task_ loss_ in(task outputs, batch_ targets)
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TABLE 1-continued

# Forward pass through second model (monitoring attention outputs)
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hack flags = second__model(attn_ outputs.detach( )) # Detach, avoid gradients
expected__flags = torch.zeros_ like(hack_ flags) # Assume zero means no hacking

alignment_ loss = alignment_ loss_ fn(hack_flags, expected flags)
# Combine losses

total loss = task_loss + 0.1 * alignment_ loss # Weighted sum

# Backpropagation

total _loss.backward( )

optimizer.step( )
print(f“Epoch {epoch + 1}: Total Loss = {total_loss.item( ):.4f}”)

[0078] In some aspects, penalizing the first machine
learning model can cause the first machine learning model to
learn to hide exploitative intent within chain-oi-thought that
appears benign or compliant. In this case, the first machine
learning model would learn to decerve the chain-of-thought
monitor and prevent the chain-of-thought monitor for 1den-
tifying malicious behavior.

[0079] In some aspects, training system 410 can include a
monitorability tax to reduce penalty pressure to prevent the
training of first machine learning model 430 causing the
model to learn to hide exploitative intent within chain-oi-
thought. For example, training system 410 1s configured to
progressively reduce penalty pressure over time, eventually
stopping the application of penalties entirely and continuing
to retry learning until a valid solution 1s received. In this
case, the chain-of-thought monitor continues to retry with-
out penalty and identifies reasoning patterns that signal
falled or misaligned attempts, which allows training system
410 to discard the prior output and resample a new solution
path. Without penalty pressure, second machine learning
model 440 1s guided to explore alternative reasoning traces
naturally as second machine learning model 440 filters out
repeated or invalid strategies until a compliant and correct

solution 1s produced. For example, second machine learning,
model 440 generates outputs probabilistically, which means
that each retry produces a slightly different chain-of-thought

even under the same prompt, allowing second machine
learning model 440 to explore diverse reasoning paths
without deterministic repetition. The chain-of-thought moni-
tor leverages this variability by rejecting repeated failed
patterns, ensuring the model samples alternative strategies
until a successtul and compliant solution emerges.

[0080] Table 2 below illustrates a modification to training

system 410 that can reduce penalty pressure based on failed
iterations to prevent misbehavior (e.g., reward hacking)
based on modification of the mner monologue. In some
aspects, the code 1n Table 2 1s a loop that reduces penalty
weight for each iteration that the machine learming model
fails during traiming. For example, the loop determines 11 a
reward hack 1s 1dentified during the training iteration, i1den-
tifies a penalty, and then updates a loss (e.g., total_loss). The
loss 1s then backpropagated into the machine learning model
to cause the layers (e.g., transformer heads, etc.) to update
their parameters based on the loss. In this case, by adjusting
the loss downward reduces the traiming pressure applied to
the machine learning model.

TABLE 2

# Define mitial penalty factor and decay parameters
initial__penalty weight = 5.0 # initial high penalty

penalty_ decay_ rate = 0.95
min__ penalty_ weight = 0.5

# decay multiplier per epoch (e.g., 5% decay)
# mimimum floor penalty

# Initialize current penalty weight
current_ penalty  weight = mitial_ penalty_ weight
for epoch in range(10):
for batch_ inputs, batch_ targets in dataloader:
optimizer.zero__grad( )
# Forward pass through first model
task_outputs, attn__outputs = first__model(batch__inputs)
# Compute task loss
task loss = task_ loss_ in(task outputs, batch_targets)
# Forward pass through second model (monitoring attention outputs)
hack flags = second__model(attn_ outputs.detach( )) # Detach to avoid gradients
expected__flags = torch.zeros_ like(hack flags)
alignment_ loss = alignment_ loss_ fn(hack_flags, expected  flags)
# Compute penalty for detected hacks (binary hack detection)
hack detected = (hack flags > 0.5).float( )
hack penalty = current_ penalty__weight * hack detected.mean( )
# Combine losses
total loss = task_ loss + 0.1 * alignment_ loss + hack_ penalty
# Backpropagation
total _loss.backward( )
optimizer.step( )
# Decay penalty weight after each epoch
current_ penalty_ weight = max(
current_ penalty_ weight * penalty_ decay_ rate,

min__penalty_ weight

)

print(f“Epoch {epoch + 1}: Total Loss = {total_ loss.item( ):.4f}, Penalty
Weight = {current_ penalty weight:.2f}")
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[0081] FIG. 5 illustrates a flowchart of a backofl process
500 for reducing reward pressure based on attempts to cheat
during training of a machine learning model used 1n a
generative response engine 1n accordance with some aspects
of the disclosure. Process 500 (or any other described
herein) can be performed by a computing device (or appa-
ratus) or a component (e.g., one or more chipsets, a system-
on-chip (SoC), one or more processors such as one or more
central processing units (CPUs), graphics processing units
(GPUs), digital signal processors (DSPs), neural processing
units (NPUs), neural signal processors (NSPs), microcon-
trollers, ASICs, FPGAs, programmable logic devices, dis-
crete gates or transistor logic components, discrete hardware
components, etc., an ML system such as a neural network
model, any combination thereof, and/or other component or
system) of the computing device. The operations of process
500 may be implemented as software components that are
executed and run on one or more processors (e.g., CPU,
GPU, DSP, NPU or neural engine, SoC, processor 910 of

FIG. 9, and/or other processor(s)).

[0082] In some aspects, the computing system (e.g., being
configured as training system 410 based on 1nstructions) 1s
configured to get a current sample (e.g., a next sample from
a training data source such as datasets 420) at block 502. The
current sample (e.g., the current training sample) includes
input information for the machine learning model and a
training answer that 1s used to compute loss of an epoch of
the current sample.

[0083] At block 504, the computing system 1s configured
to perform inference based on the current sample and
determine a tramning result based on a state of the machine
learning model.

[0084] At block 506, the computing system 1s configured
to compute a loss of the training result. For example, the
computing system may include a loss computation function
that takes the training result (e.g., text, an 1mage, etc.) and
determines a corresponding metric. The output of training
inference 1s typically measured using task-specific metrics
that help assess model performance and guide further
improvement. For classification tasks, metrics like accuracy,
precision, recall, and F1 score quantity how well the model
predicts categorical labels, while cross-entropy loss provides
a continuous measure of prediction confidence. For regres-
sion problems, mean squared error (MSE), mean absolute
error (MAE), and the R” coeflicient evaluate how closely the
predictions match ground truth values. In i1mage-related
tasks such as reconstruction, enhancement, or denoising,
metrics like signal-to-noise ratio (SNR), peak signal-to-
noise ratio (PSNR), and structural similarity index (SSIM)
capture both numerical and perceptual differences between
output and reference i1mages. Language models and
sequence tasks often rely on BLEU or ROUGE scores for
evaluating generated text and perplexity for measuring pre-
dictive uncertainty. For ranking and retrieval systems, area
under the ROC or precision-recall curve (AUC-ROC, AUC-
PR) and mean average precision (MAP) provide insights
into how well the system ranks relevant items. Each of these
metrics highlights different aspects of model performance
and can help i1dentily areas requiring additional training,
fine-tuning, or architectural adjustments.

[0085] At block 3508, the computing system determines
whether the computed loss (e.g., using various metrics) 1s
greater that a threshold (or less than a threshold). For
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example, the threshold 1s indicative of successtul inference
based on tuning of the machine learning model using the
current sample.

[0086] For example, 1f the loss 1s greater than the thresh-
old, at block 510, the computing system 1s configured to
compute a penalty based on an iteration count associated
with the current sample. For example, during the first
iteration, there 1s no adjustment of the penalty. The penalty
associated with the iteration decreases to reduce downward
pressure to discourages misbehavior (e.g., reward hacking)
by hiding the exploitive behavior within the chain-oif-
thought and eventually provides no penalty 11 the number of
iterations exceeds some value (which can be static or
dynamic).

[0087] At block 512, the computing system may back-
propagate 1mnto the machine learning based on the penalty
and loss. For example, the loss can be applied to the loss as
shown 1n Table 2 above. During backpropagation, the com-
puting system may compute the partial derivatives of the
loss function with respect to each model parameter to
propagate the gradient from the output layer backward
through each hidden layer to the imput layer. The loss
function quantifies the discrepancy between the model’s
predicted outputs and the true labels, and the gradient of the
loss function determines both the direction and magnitude of
weight updates applied during gradient descent or 1ts vari-
ants to guide the training of the machine learning model to
minimize prediction errors across the training data to cause
the machine learning model to learn. After backpropagation,
the current sample 1s provided to the machine learning
model (with the updated weights) to execute a second
iteration.

[0088] This process continues until the loss 1s less than a
threshold at block 508 and the process 300 continues to
block 514. The computing system, at block 514, 1s finished
with training the current sample. The training system gen-
crally gets a next sample and perform the same process over
until all training samples are completed.

[0089] FIG. 6 1illustrates a flowchart of a process 600
associated with a chain-of-thought monitor used for detect-
ing misbehavior such as reward hacking 1n accordance with
some aspects ol the disclosure. Process 600 (or any other
described herein) can be performed by a computing device
(or apparatus) or a component (e.g., one or more chipsets, a
SoC, one or more processors such as one or more CPUS,
GPUs, DSPs, NPUs, NSPs, microcontrollers, ASICs,
FPGASs, programmable logic devices, discrete gates or tran-
sistor logic components, discrete hardware components,
etc., an ML system such as a neural network model, any
combination thereof, and/or other component or system) of
the computing device. The operations of the process 600
may be implemented as soltware components that are
executed and run on one or more processors (e.g., CPU,
GPU, DSP, NPU or neural engine, SoC, the processor 910 of
FIG. 9, and/or other processor(s)).

[0090] At block 602, the computing system 1s configured
to provide, to a second machine learning model, an inner
monologue from a first machine learning model associated
with a user task, wherein the user task comprises natural
language text. In some aspects, the first machine learning
model 1s a foundation model that generates a chain-oi-
thought that represents the inner monologue. For example,
the computer system may provide a first prompt to the first
machine learning model, and the first prompt includes a
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natural language instruction to perform a software develop-
ment task (e.g., the user task).

[0091] The first machine learming model may be a foun-
dation model that comprises a first number of learned
weights that 1s less than a second number of learned weights
of the second machine learning model. For example, the
second machine learning model can be distilled and reduced
for more efhicient execution, and generally 1s deemed to have
less complexity based on a different number of metrics (e.g.,
layers, weights, etc.).

[0092] At block 604, the computing system 1s configured
to obtain, from the second machine learning model, first
information indicative of misbehavior (e.g., reward hacking
behavior) within the inner monologue (e.g., the chain-oi-
thought). In some aspects, the second machine learning
model 1s provided instructions to monitor the chain-oi-
thought of the first machine learning model, but does not
receive the user task. The second machine learning model 1s
configured to receive an asynchronous 1nput that 1s provided
as the first machine learning model streams the inner mono-
logue while performing the user task. In some cases,
depending on the model and the context, the second machine
learning model may receive the user task. This can be 1n the
form of the mner monologue, or can be an explicit mstruc-
tion to monitor the mner monologue.

[0093] At block 606, the computing system 1s configured
to reject an output associated with the first machine learning
model based on the first information indicating the misbe-
havior within the inner monologue. For example, 1t the
information indicates the reward hacking behavior, the out-
put from the first machine learming model 1s blocked. On the
other hand, it the information indicates clean behavior, the
output from the first machine learming model 1s provided to
the requesting client. In some aspects, reward hacking 1s an
example, the second machine learning model can also 1den-
tify adverse information such as misgeneralization, syco-
phancy, and deception. For example, misgeneralization 1s
information that generalizes correctly, but omits pertinent
information that 1s relevant to the characterization. Syco-
phancy 1s the machine learning model providing inadvertent
adverse information, such as trying to be encouraging
despite objective information identifying a negative out-
come. Deception 1s omitting pertinent information or oth-
erwise obluscates intention.

[0094] In some aspects, the computing system 15 config-
ured to providing a prompt including user task to the first
machine model for an additional 1teration (or another sub-
sequent 1teration) based on the 1dentification of misbehavior.
The additional prompt may omit additional instructions,
which can prevent the reward hacking behavior. For
example, the additional prompt may be 1dentical to the first
prompt described 1n block 604. In other cases, for example
depending on the context and the model, the additional
prompt to the first machine learning model includes addi-
tional 1nstructions to prevent the misbehavior.

[0095] In some aspects, the computing system may be
training the first machine learning model (e.g., configured as
training system 410). In this case, the computing system
may penalize a reward function associated with a training
engine when the information indicates the reward hacking
behavior. However, the computing system may decrease a
pressure applied to the reward function based on amounts of
penalties applied to the first machine learning model. For
example, the penalties may decrease each iteration (e.g.,

Sep. 10, 2026

linearly, non-linearly). The decreasing the pressure applied
to the reward function prevents the first machine learming
model from falsifying information within the inner mono-
logue. In some aspects, when the computing system 1denti-
fies clean behavior, the computing system may provide a
positive reward to the. reward function of the tramning
engine.

[0096] FIG. 7 1s a block diagram illustrating an example
machine learning platform for implementing various aspects
of this disclosure 1n accordance with some aspects of the
present technology. Although the example system depicts
particular system components and an arrangement of such
components, this depiction 1s to facilitate a discussion of the
present technology and should not be considered limiting
unless specified 1n the appended claims. For example, some
components that are illustrated as separate can be combined
with other components, and some components can be
divided 1nto separate components.

[0097] System 700 may include data input engine 710 that
can further include data retrieval engine 712 and data
transform engine 714. Data retrieval engine 712 may be
configured to access, interpret, request, or receirve data,
which may be adjusted, reformatted, or changed (e.g., to be
interpretable by another engine, such as data input engine
710). For example, data retrieval engine 712 may request
data from a remote source using an API. Data input engine
710 may be configured to access, iterpret, request, format,
re-format, or receive mput data from data sources(s) 701.
For example, data input engine 710 may be configured to use
data transform engine 714 to execute a re-configuration or
other change to data, such as a data dimension reduction. In
some aspects, data sources(s) 701 may be associated with a
single entity (e.g., organization) or with multiple entities.
Data sources(s) 701 may include one or more of training
data 702a (e.g., mnput data to feed a machine learning model
as part of one or more training processes), validation data
7026 (e.g., data against which at least one processor may
compare model output with, such as to determine model
output quality), and/or reference data 702c¢. In some aspects,
data input engine 710 can be implemented using at least one
computing device. For example, data from data sources(s)
701 can be obtained through one or more I/O devices and/or
network interfaces. Further, the data may be stored (e.g.,
during execution of one or more operations) 1n a suitable
storage or system memory. Data mnput engine 710 may also
be configured to interact with a data storage, which may be
implemented on a computing device that stores data 1n
storage or system memory.

[0098] System 700 may include featurization engine 720.
Featurization engine 720 may include feature annotating &
labeling engine 722 (e.g., configured to annotate or label
features from a model or data, which may be extracted by
feature extraction engine 724 ), feature extraction engine 724
(e.g., configured to extract one or more features from a
model or data), and/or feature scaling & selection engine
726 Feature scaling & selection engine 726 may be config-
ured to determine, select, limit, constrain, concatenate, or
define features (e.g., Al features) for use with Al models.

[0099] System 700 may also include machine learning
(ML) modeling engine 730, which may be configured to
execute one or more operations on a machine learning model
(e.g., model traiming, model re-configuration, model valida-
tion, model testing), such as those described 1n the processes
described herein. For example, machine learning modeling
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engine 730 may execute an operation to train a machine
learning model, such as adding, removing, or modifying a
model parameter. Training of a machine learning model may
be supervised, semi-supervised, or unsupervised. In some
aspects, training of a machine learning model may include
multiple epochs, or passes of data (e.g., training data 702a)
through a machine learning model process (e.g., a training
process). In some aspects, different epochs may have dii-
ferent degrees of supervision (e.g., supervised, semi-super-
vised, or unsupervised). Data into a model to train the model
may include input data (e.g., as described above) and/or data
previously output from a model (e.g., forming a recursive
learning feedback). A model parameter may include one or
more of a seed value, a model node, a model layer, an
algorithm, a function, a model connection (e.g., between
other model parameters or between models), a model con-
straint, or any other digital component intluencing the output
of a model. A model connection may include or represent a
relationship between model parameters and/or models,
which may be dependent or interdependent, hierarchical,
and/or static or dynamic. The combination and configuration
of the model parameters and relationships between model
parameters discussed herein are cognitively infeasible for
the human mind to maintain or use. Without limiting the
disclosed aspects in any way, a machine learning model may
include millions, billions, or even trillions of model param-
cters. ML modeling engine 730 may include model selector
engine 732 (e.g., configured to select a model from among
a plurality of models, such as based on mmput data), param-
cter engine 734 (e.g., configured to add, remove, and/or
change one or more parameters of a model), and/or model
generation engine 736 (e.g., configured to generate one or
more machine learning models, such as according to model
input data, model output data, comparison data, and/or
validation data).

[0100] Insome aspects, model selector engine 732 may be
configured to receive input and/or transmit output to ML
algorithms database 770. Similarly, featurization engine 720
can utilize storage or system memory for storing data and
can utilize one or more I/O devices or network interfaces for
transmitting or receirving data. ML algorithms database 770
may store one or more machine learning models, any of
which may be fully trained, partially trained, or untrained. A
machine learning model may be or include, without limita-
tion, one or more of (e.g., such as 1n the case of a meta-
model) a statistical model, an algorithm, a neural network
(NN), a convolutional neural network (CNN), a generative
neural network (GNN), a Word2Vec model, a bag of words
model, a term frequency-inverse document frequency (ti-
1df) model, a GPT (Generative Pre-trained Transformer)
model (or other autoregressive model), a diffusion model, a
diffusion-transformer model, an encoder such as BERT
(Bidirectional Encoder Representations from Transformers)
or LXMERT (Learning Cross-Modality Encoder Represen-
tations from Transformers), a Proximal Policy Optimization
(PPO) model, a nearest neighbor model (e.g., k nearest
neighbor model), a linear regression model, a k-means
clustering model, a Q-Learming model, a Temporal Difler-
ence (ID) model, a Deep Adversarial Network model, or
any other type of model described further herein. Some of
the ML algorithms 1n ML algorithms database 770 can be
considered generative response engines. (Generative
response engines are those models are commonly referred to
as Generative Al, and that can receive an mput prompt and
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generate additional content based on the prompt. GPTs,
diffusion models, and diffusion-transformer models are
some non-limiting examples of generative response engines.
Some specific examples of generative response engines that
can be stored 1in the ML algorithms database 770 include
versions DALL-E, CHAT GPT, and SORA, all provided by
OPEN AL

[0101] System 700 can further include predictive output
generation engine 745 and output validation engine 750
(e.g., configured to apply validation data to machine learn-
ing model output). Predictive output generation engine 745
can analyze the input and identify relevant patterns and
associations 1n the data 1t has learned to generate a sequence
of words that predictive output generation engine 745 pre-
dicts 1s the most likely continuation of the mput using one
or more models from the ML algorithms database 770,
aiming to provide a coherent and contextually relevant
answer. Predictive output generation engine 745 generates
responses by sampling from the probability distribution of
possible words and sequences, guided by the patterns
observed during 1ts training. In some aspects, predictive
output generation engine 743 can generate multiple possible
responses before presenting the final one. Predictive output
generation engine 743 can generate multiple responses
based on the mnput, and these responses are variations that
predictive output generation engine 7435 considers poten-
tially relevant and coherent. Output validation engine 750
can evaluate these generated responses based on certain
criteria. These criteria can include relevance to the prompt,
coherence, fluency, and sometimes adherence to specific
guidelines or rules, depending on the application. Based on
this evaluation, output validation engine 750 selects the
most appropriate response. This selection is typically the one

that scores highest on the set criteria, balancing factors like
relevance, informativeness, and coherence.

[0102] System 700 can further include feedback engine
760 (¢.g., configured to apply feedback from a user and/or
machine to a model) and model refinement engine 753 (e.g.,
configured to update or re-configure a model). In some
aspects, feedback engine 760 may receive imput and/or
transmit output (e.g., output from a trained, partially trained,
or untrained model) to outcome metrics database 763. Out-
come metrics database 765 may be configured to store
output from one or more models and may also be configured
to associate output with one or more models. In some
aspects, outcome metrics database 765, or other device (e.g.,
model refinement engine 755 or feedback engine 760), may
be configured to correlate output, detect trends 1n output
data, and/or infer a change to input or model parameters to
cause a particular model output or type of model output. In
some aspects, model refinement engine 755 may receive
output from predictive output generation engine 745 or
output validation engine 750. In some aspects, model refine-
ment engine 755 may transmit the received output to fea-
turization engine 720 or ML modeling engine 730 1n one or
more iterative cycles.

[0103] The engines of system 700 may be packaged
functional hardware units designed for use with other com-
ponents or a part ol a program that performs a particular
function (e.g., of related functions). Any or each of these
modules may be implemented using a computing device. In
some aspects, the functionality of system 700 may be split
across multiple computing devices to allow for distributed
processing of the data, which may improve output speed and
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reduce computational load on individual devices. In some
aspects, system 700 may use load-balancing to maintain
stable resource load (e.g., processing load, memory load, or
bandwidth load) across multiple computing devices and to
reduce the risk of a computing device or connection becom-
ing overloaded. In these or other aspects, the different
components may communicate over one or more I/O devices
and/or network interfaces.

[0104] System 700 can be related to different domains or
ficlds of use. Descriptions of aspects related to specific
domains, such as natural language processing or language
modeling, 1s not intended to limit the disclosed aspects to
those specific domains, and aspects consistent with the
present disclosure can apply to any domain that utilizes
predictive modeling based on available data.

[0105] FIG. 8A, FIG. 8B, and FIG. 8C 1illustrates an
example transformer architecture 1n accordance with some
aspects of the present technology. Examples of ML models
that use a transiformer neural network (e.g., transformer
architecture 800) can include, e.g., generative pretrained
transformer (GPT) models and Bidirectional Encoder Rep-
resentations ifrom Transformer (BERT) models. The trans-
former architecture 800, which 1s 1llustrated 1n FIG. 8A,
FIG. 8B, and FIG. 8C, includes inputs 802, input embedding
block 804, positional encodings 806, encoder 808 including,
encode blocks 810, decoder 812 including decode blocks
814, linear block 816, softmax block 818, and output prob-
abilities 820.

[0106] Input embedding block 804 1s used to provide
representations for words. For example, embedding can be
used 1n text analysis. According to certain non-limiting
examples, the representation 1s a real-valued vector that
encodes the meaning of the word 1n such a way that words
that are closer 1n the vector space are expected to be similar
in meaning. Word embeddings can be obtained using lan-
guage modeling and feature learning techniques, where
words or phrases from the vocabulary are mapped to vectors
of real numbers. According to certain non-limiting
examples, the mput embedding block 804 can be learned
embeddings to convert the input tokens and output tokens to
vectors of dimension that have the same dimension as the
positional encodings, for example.

[0107] Positional encodings 806 provide information
about the relative or absolute position of the tokens in the
sequence. According to certain non-limiting examples, posi-
tional encodings 806 can be provided by adding positional
encodings to the mput embeddings at the inputs to the
encoder 808 and decoder 812. The positional encodings
have the same dimension as the embeddings, thereby
enabling a summing of the embeddings with the positional
encodings. There are several ways to realize the positional
encodings, mcluding learned and fixed. For example, sine
and cosine functions having different frequencies can be
used. That 1s, each dimension of the positional encoding
corresponds to a sinusoid. Other techniques of conveying
positional information can also be used, as would be under-
stood by a person of ordinary skill 1n the art. For example,
learned positional embeddings can instead be used to obtain
similar results. An advantage of using sinusoidal positional
encodings rather than learned positional encodings 1s that
doing so allows the model to extrapolate to sequence lengths
longer than the ones encountered during trainming.

[0108] Encoder 808 can use stacked self-attention and
point-wise, fully connected layers. Encoder 808 can be a
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stack of N 1dentical layers (e.g., N=6), and each layer can be
an encode block, as illustrated by encode block 810 shown
in FIG. 8B. Each encode block 810 has two sub-layers: (1)
a first sub-layer has a multi-head attention block 822 and (11)
a second sub-layer has a feed forward block 826, which can
be a position-wise fully connected feed-forward network.
The feed forward block 826 can use a rectified linear unit
(ReLU).

[0109] Encoder 808 uses a residual connection around
cach of the two sub-layers, followed by an add & norm block
824, which performs normalization. For example, the output
of each sub-layer can be LayerNorm(x+Sublayer(x)). To
facilitate these residual connections, all sub-layers in the
model, as well as the embedding layers, produce output data
having a same dimension.

[0110] Smmuilar to encoder 808, decoder 812 uses stacked
self-attention and point-wise, fully connected layers.
Decoder 812 can also be a stack of M 1dentical layers (e.g.,
M=6), and each layer can be a decode block, as i1llustrated
by decoder 812 shown in FIG. 8B. In addition to the two
sub-layers (1.e., the sublayer with multi-head attention block
822 and the sub-layer with feed forward block 826) found 1n
encode block 810, decode block 814 can include a third
sub-layer, which performs multi-head attention over the
output of the encoder stack. Similar to encoder 808, decoder
812 uses residual connections around each of the sub-layers,
followed by layer normalization. Additionally, the sub-layer
with multi-head attention block 822 can be modified in the
decoder stack to prevent positions from attending to subse-
quent positions. This masking, combined with the fact that
the output embeddings are oflset by one position, can ensure
that the predictions for position 1 can depend only on the
known output data at positions less than 1.

[0111] Linear block 816 can be a learned linear transfor-
mation. For example, when transformer architecture 800 1s
being used to translate from a first language ito a second
language, linear block 816 can project the output from the
last decode softmax block 818 into word scores for the
second language (e.g., a score value for each unique word 1n
the target vocabulary) at each position 1n the sentence. For
instance, 1f the output sentence has seven words and the
provided vocabulary for the second language has 10,000
unique words, then 10,000 score values are generated for
cach of those seven words. The score values indicate the
likelihood of occurrence for each word in the vocabulary 1n
that position of the sentence.

[0112] Softmax block 818 then turns the scores from linear
block 816 into output probabilities 820 (which add up to
1.0). In each position, the index provides for the word with
the highest probability, and then maps that index to the
corresponding word 1n the vocabulary. Those words then
form the output sequence of transformer architecture 800.
The softmax operation 1s applied to the output from linear
block 816 to convert the raw numbers into output probabili-
ties 820 (e.g., token probabilities).

[0113] FIG. 9 shows an example of computing system
900, which can be, for example, any computing device
making up any engine illustrated in FIG. 1 or any component
thereof.

[0114] In some aspects, computing system 900 1s a single
device, or a distributed system i1n which the functions
described 1n this disclosure can be distributed within a
datacenter, multiple data centers, a peer network, etc. In
some aspects, one or more of the described system compo-
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nents represents many such components each performing
some or all of the function for which the component 1s
described. In some aspects, the components can be physical
or virtual devices.

[0115] In some aspects, computing system 900 may com-
prise one or more computing resources provisioned from a
“cloud computing” provider, For example, AMAZON
ELASTIC COMPUTE CLOUD (*AMAZON EC2”), pro-
vided by AMAZON, INC. of Seattle, Washington; SUN
CLOUD COMPUTER UTILITY, provided by SUN
MICROSYSTEMS, INC. of Santa Clara, Califorma;
AZURE, provided by MICROSOFT CORPORATION of
Redmond, Washington, GOOGLE CLOUD PLATFORM,
provided by ALPHABET, INC. of Mountain View, Califor-
nia, and the like.

[0116] Example computing system 900 includes at least
one processing unit (CPU or processor) 904 and connection
902 that couples various system components including sys-
tem memory 908, such as read-only memory (ROM) 910
and random access memory (RAM) 912 to processor 904.
Memory 908 can be a volatile or non-volatile memory
device, and can be a hard disk or other types of non-
transitory computer readable media which can store data that
are accessible by a computer, such as magnetic cassettes,
flash memory cards, solid state memory devices, digital
versatile disks, cartridges, random access memories
(RAMSs), read-only memory (ROM), and/or some combina-
tion of these devices.

[0117] Memory 908 can include soiftware services, serv-
ers, logic, etc., that when the code that defines such software
1s executed by the processor 904, 1t causes the system to
perform a function. In some aspects, a hardware service that
performs a particular function can include the software
component stored in a computer-readable medium in con-
nection with the necessary hardware components, such as
processor 904, connection 902, output device 922, etc., to
carry out the function.

[0118] Computing system 900 can include a cache of
high-speed memory 906 connected directly with, in close
proximity to, or integrated as part ol processor 904.

[0119] Connection 902 can be a physical connection via a
bus, or a direct connection into processor 904, such as 1n a
chupset architecture. Connection 902 can also be a virtual
connection, networked connection, or logical connection.

[0120] Processor 904 can include any general purpose
processor and a hardware service or software service stored
in memory 908, configured to control processor 904 as well
as a specilal-purpose processor where software instructions
are mcorporated into the actual processor design. Processor
904 may essentially be a completely self-contained comput-
ing system, containing multiple cores or processors, a bus,
memory controller, cache, etc. A multi-core processor may
be symmetric or asymmetric. Processor 904 can be physical
or virtual.

[0121] To enable user mteraction, computing system 900
includes an input device 926, which can represent any
number of mput mechanisms, such as a microphone for
speech, a touch-sensitive screen for gesture or graphical
input, keyboard, mouse, motion input, speech, etc. Comput-
ing system 900 can also include output device 922, which
can be one or more ol a number of output mechanisms
known to those of skill in the art. In some instances,
multimodal systems can enable a user to provide multiple
types of input/output to communicate with computing sys-
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tem 900. Computing system 900 can include communication
interface 924, which can generally govern and manage the
user mput and system output. There 1s no restriction on
operating on any particular hardware arrangement, and
therefore the basic features here may easily be substituted
for improved hardware or firmware arrangements as they are
developed.

[0122] Insome aspects, computing system 900 can refer to
a combination of a personal computing device interacting
with components hosted in a data center, where both the
computing device and the components 1n the data center. In
such examples, both the personal computing device and the
components in the datacenter might have a processor, cache,
memory, storage, €1c.

[0123] For clanty of explanation, 1n some instances, the
present technology may be presented as including individual
functional blocks including functional blocks comprising
devices, device components, steps or routines 1n a method
embodied 1n software, or combinations of hardware and
software.

[0124] Any of the steps, operations, functions, or pro-
cesses described herein may be performed or implemented
by a combination of hardware and soltware services or
services, alone or in combination with other devices. In
some embodiments, a service can be software that resides 1n
memory of a client device and/or one or more servers of a
content management system and perform one or more
functions when a processor executes the software associated
with the service. In some embodiments, a service 1s a
program or a collection of programs that carry out a specific
function. In some embodiments, a service can be considered
a server. The memory can be a non-transitory computer-
readable medium.

[0125] In some embodiments, the computer-readable stor-
age devices, mediums, and memories can include a cable or
wireless signal containing a bit stream and the like. How-
ever, when mentioned, non-transitory computer-readable
storage media expressly exclude media such as energy,
carrier signals, electromagnetic waves, and signals per se.

[0126] Methods according to the above-described
examples can be implemented using computer-executable
instructions that are stored or otherwise available from
computer-readable media. Such 1nstructions can comprise,
For example, instructions and data which cause or otherwise
configure a general purpose computer, special purpose coms-
puter, or special purpose processing device to perform a
certain function or group of functions. Portions of computer
resources used can be accessible over a network. The
executable computer instructions may be, For example,
binaries, intermediate format mstructions such as assembly
language, firmware, or source code. Examples of computer-
readable media that may be used to store instructions,
information used, and/or information created during meth-
ods according to described examples include magnetic or
optical disks, solid-state memory devices, flash memory,
USB devices provided with non-volatile memory, net-
worked storage devices, and so on.

[0127] Devices implementing methods according to these
disclosures can comprise hardware, firmware and/or sofit-
ware, and can take any of a variety of form factors. Typical
examples of such form factors include servers, laptops,
smartphones, small form factor personal computers, per-
sonal digital assistants, and so on. The functionality
described herein also can be embodied 1n peripherals or
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add-1n cards. Such functionality can also be implemented on
a circuit board among different chips or diflerent processes
executing 1n a single device, by way of further example.
[0128] The nstructions, media for conveying such mstruc-
tions, computing resources for executing them, and other
structures for supporting such computing resources are
means for providing the functions described in these disclo-
SUres.

[0129] The present technology includes computer-read-
able storage mediums for storing instructions, and systems
for executing any one of the methods embodied in the
instructions addressed 1n the aspects of the present technol-
ogy presented below:

[0130] Aspect 1. A method of monitoring machine learn-
ing models for reward hacking, comprising: providing, to a
second machine learning model, an inner monologue from a
first machine learning model associated with a user task,
wherein the user task comprises natural language text; and
obtaining, from the second machine learning model, infor-
mation indicative of reward hacking behavior based on
monitoring the inner monologue.

[0131] Aspect 2. The method of Aspect 1, further com-
prising: rejecting an output responsive to the user task from
the first machine learning model when the information
indicates the reward hacking behavior within the inner
monologue.

[0132] Aspect 3. The method of Aspect 2, further com-
prising: providing an additional prompt including the user
task to the first machine model for an additional 1teration.
[0133] Aspect 4. The method of Aspect 3, wherein the
additional prompt to the first machine learning model 1s
identical to an initial prompt with the user task and omuits
additional instructions to prevent the reward hacking behav-
10T.

[0134] Aspect 5. The method of any of Aspects 1 to 4,
wherein the second machine learning model does not receive
the user task.

[0135] Aspect 6. The method of any of Aspects 1 to 3,
wherein the second machine learning model comprises a
first number of learned weights that 1s less than a second
number of learned weights of the first machine learning
model.

[0136] Aspect 7. The method of any of Aspects 1 to 6,
turther comprising: training the first machine learming model
with a training engine and the second machine learming
model; and penalizing a reward function of a training engine
of when the information indicates the reward hacking behav-
10T.

[0137] Aspect 8. The method of Aspect 7, further com-
prising: decreasing a pressure applied to the reward function
based on a number of penalties applied to the first machine
learning model.

[0138] Aspect 9. The method of Aspect 8, wherein
decreasing the pressure prevents the first machine learning
model from falsitying information within the mmner mono-
logue.

[0139] Aspect 10. The method of any of Aspects 1 to 9,
turther comprising: rewarding a reward function associated
with a tramning engine of the first machine learning model
when the information indicates clean behavior.

[0140] Aspect 11. A computing device for monitoring
machine learning models for reward hacking. The comput-
ing device includes at least one memory and at least one
processor coupled to the at least one memory and configured
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to: provide, to a second machine learning model, an inner
monologue from a first machine learning model associated
with a user task, wherein the user task comprises natural
language text; and obtain, from the second machine learning
model, information indicative of reward hacking behavior
based on monitoring the inner monologue.

[0141] Aspect 12. The computing device of Aspect 11,
wherein the at least one processor 1s configured to: reject an
output responsive to the user task from the first machine
learning model when the information indicates the reward
hacking behavior within the inner monologue.

[0142] Aspect 13. The computing device of Aspect 12,
wherein the at least one processor 1s configured to: provide
an additional prompt including the user task to the first
machine model for an additional 1teration.

[0143] Aspect 14. The computing device of Aspect 13,
wherein the additional prompt to the first machine learming
model 1s 1dentical to an 1mitial prompt with the user task and
omits additional mstructions to prevent the reward hacking
behavior.

[0144] Aspect 15. The computing device of any of Aspects
11 to 14, wherein the second machine learning model does
not receive the user task.

[0145] Aspect 16. The computing device of any of Aspects
11 to 15, wherein the second machine learning model
comprises a first number of learned weights that 1s less than
a second number of learned weights of the first machine
learning model.

[0146] Aspect 17/. The computing device of any of Aspects
11 to 16, wherein the at least one processor 1s configured to:
train the first machine learning model with a training engine
and the second machine learning model; and penalize a
reward function of a training engine of when the information
indicates the reward hacking behavior.

[0147] Aspect 18. The computing device ol Aspect 17,
wherein the at least one processor 1s configured to: decrease
a pressure applied to the reward function based on a number
of penalties applied to the first machine learning model.

[0148] Aspect 19. The computing device ol Aspect 18,
wherein decreasing the pressure prevents the first machine
learning model from falsifying information within the mner
monologue.

[0149] Aspect 20. The computing device of any of Aspects
11 to 19, wherein the at least one processor 1s configured to:
reward a reward function associated with a training engine
of the first machine learning model when the information
indicates clean behavior.

[0150] Aspect 21. A non-transitory computer-readable
medium having stored therecon instructions that, when
executed by at least one processor, cause the at least one
processor to perform operations according to any of Aspects

1 to 10.

[0151] Aspect 22. An apparatus, comprising one or more
means for performing operations according to any of
Aspects 1 to 10.

[0152] Aspect 23. A system, comprising: a first machine
learning model configured to receive a task, at least partially
perform the task, and generate an inner monologue while
performing the task; and a second machine learning model
configured to receive the inner monologue and detect reward
hacking behavior within the inner monologue.

[0153] Aspect 24. The system of Aspect 23, wherein the
task comprises a software development task.
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What 1s claimed 1s:

1. A method of monitoring machine learning models for
reward hacking, comprising:

providing, to a second machine learning model, an 1nner

monologue from a first machine learning model asso-

ciated with a user task, wherein the user task comprises
natural language text; and

obtaining, from the second machine learning model,
information mdicative of misbehavior based on moni-
toring the mner monologue.

2. The method of claim 1, further comprising;:

rejecting an output responsive to the user task from the
first machine learning model when the information
indicates the reward hacking behavior within the inner
monologue.

3. The method of claim 2, further comprising;:

providing an additional prompt including the user task to
the first machine model for an additional iteration.

4. The method of claim 3, wherein the additional prompt
to the first machine learning model 1s 1dentical to an nitial
prompt with the user task and omits additional 1nstructions
to prevent the reward hacking behavior.

5. The method of claim 2, wherein the additional prompt
to the first machine learning model includes additional
instructions to prevent the misbehavior.

6. The method of claim 1, wherein the second machine
learning model does not recerve the user task.

7. The method of claim 1, wherein the second machine
learning model receives the user task and instructions to
monitor the imner monologue to 1dentity the misbehavior.

8. The method of claim 1, wherein the second machine
learning model comprises a first number of learned weights
that 1s less than a second number of learned weights of the
first machine learning model.

9. The method of claim 1, wherein the misbehavior
includes one of reward hacking, misgeneralization, syco-
phancy, and deception.

10. The method of claim 1, wherein the reward hacking
includes omitting an evaluation of a software development
task within the user task.

11. A computing device for momtoring machine learning
models for reward hacking, comprising:

16
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at least one memory; and
at least one processor coupled to the at least one memory
and configured to:
provide, to a second machine learning model, an inner
monologue from a first machine learning model
assoclated with a user task, wherein the user task
comprises natural language text; and
obtain, from the second machine learning model, infor-
mation indicative of reward hacking behavior based
on monitoring the mner monologue.

12. The computing device of claim 11, wherein the at least
one processor 1s configured to:

reject an output responsive to the user task from the first

machine learning model when the information indi-
cates the reward hacking behavior within the inner
monologue.

13. The computing device of claim 12, wherein the at least
one processor 1s configured to:

provide an additional prompt including the user task to the

first machine model for an additional iteration.

14. The computing device of claim 13, wherein the
additional prompt to the first machine learning model 1s
identical to an initial prompt with the user task and omits
additional instructions to prevent the reward hacking behav-
10T.

15. The computing device of claim 12, wherein the
additional prompt to the first machine learning model
includes additional instructions to prevent the misbehavior.

16. The computing device of claim 11, wherein the second
machine learning model does not receive the user task.

17. The computing device of claim 11, wherein the second
machine learning model receives the user task and nstruc-
tions to monitor the mner monologue to i1dentily the mis-
behavior.

18. The computing device of claim 11, wherein the second
machine learning model comprises a first number of learned
weilghts that 1s less than a second number of learned weights
of the first machine learming model.

19. The computing device of claim 11, wherein the
misbehavior includes one of reward hacking, misgeneral-
1zation, sycophancy, and deception.

20. The computing device of claim 11, wherein the reward
hacking includes omitting an evaluation of a software devel-

opment task within the user task.
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