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Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Response to Arguments
Applicant’'s arguments, filed 2/6/2025, with respect to the rejection(s) of claim(s)
1-20 under 103 have been fully considered and are persuasive. Therefore, the rejection
has been withdrawn. However, upon further consideration, a new ground(s) of rejection

is made in view of Lamenza.

Claim Rejections - 35 USC § 103
In the event the determination of the status of the application as subject to AIA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis (i.e., changing from AIA to pre-AlA) for the rejection will
not be considered a new ground of rejection if the prior art relied upon, and the rationale
supporting the rejection, would be the same under either status.
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that
the claimed invention is not identically disclosed as set forth in section
102, if the differences between the claimed invention and the prior art are
such that the claimed invention as a whole would have been obvious
before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains.

Patentability shall not be negated by the manner in which the invention
was made.
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Claim(s) 1-20 are rejected under 35 U.S.C. 103 as being unpatentable over
Andersen (US Patent Pub. 2014/0185805) in view of Lamenza (US Patent Pub.

2015/0061404).

As per claims 1: A method for preventing attacks during a wireless pairing of an

implanted device implanted in a subject and an external device, the method comprising
(see abstract):

detecting, by the implanted device a varying magnetic field that includes a pairing
code (Paragraph 35; the implantable neurostimulator detects the magnet and, in
conjunction with the programmer requesting authorization, (i.e., when a secure
channel has been established.), the implant delivers its cipher key to the
programmer);

analyzing, by the implanted device, the varying magnetic field that includes the
pairing code to identify the pairing code (Paragraph 62; detect a magnetic field. For
example, such a magnet sensor 130 can be configured to detect the presence of a
magnetic field when an external magnet is moved into the vicinity of the
implantable neurostimulator 106 by the patient 124 or a caregiver);

performing, by the implanted device, a key exchange using the pairing code
(Paragraph 89; after the clinician instructs the external device to cause a request
for authorization to be transmitted to the implantable device, the external device
receives the clinician's request and generates 502 an authorization request
transmittal instruction. This authorization request transmittal instruction instructs

an authorization request to be transmitted to the implantable device);
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determining, by the implanted device, whether values exchanged in the key
exchange match (Paragraph 25; providing a secure channel that requires relatively
high overhead, in terms of computational resources, is the well-known key
exchange protocol, Diffie-Hellman, requires high computational resources. In a
Diffie-Hellman key exchange protocol, each communication session requires
software running in the implanted device and in the external device to generate a
random number, x); and

confirming or rejecting, by the implanted device, a wireless connection between
the implanted device and the external device based on determining whether the values
exchanged in the key exchange match (Paragraph 91; After the implantable device
receives 506 the authorization request and receives 508 the indication of a
detected magnet, the implantable device generates 510 a first cipher key
transmittal instruction).

However, Andersen does not specifically disclose a varying magnetic field that
includes a pairing code.

Lamenza discloses magnetic field in proximity of the source... The source may
transmit first information to the device. The device may receive the first information by
detecting change... The first information may include a Bluetooth pairing code for the
source Bluetooth communication module and/or other unique code. The device may
initiate out-of-band communication and send a second information to the source via the
out-of-band communication channel. The second information may include the unique

Bluetooth pairing code (Paragraph 252).
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Therefore, it would have been obvious before the effective filing date of the
claimed invention to a person having ordinary skill in the art to which the claimed
invention pertains, having the teachings of Andersen and Lamenza in it's entirety, to
modify the technique of Andersen for detect the presence of a magnetic field when an
external magnet is moved into the vicinity of the implantable neurostimulator by
adopting Lamenza's teaching for first information may include a Bluetooth pairing code.
The motivation would have been to improve preventing attacks during a wireless pairing
of an implanted device implanted in a subject and an external device.

As per claim 2: The method of claim 1, wherein: the implanted device is implanted in a

brain of the subject; and the external device is a computing device comprising an
application for managing the implanted device (Paragraph 57; the implantable
neurostimulator 106 may selectively be put in communication with a programmer
120 or a patient remote monitor 126 to wirelessly transmit data from the
implantable neurostimulator 106 (i.e., to interrogate the implantable
neurostimulator 106 and/or monitor electrographic signals from the patient 124 in
real time with an external component) or to transmit information to the
implantable neurostimulator 106 (e.g., programming instructions, updates to code
the neurostimulator uses to carry out its functions, etc.)).

As per claim 3: The method of claim 1, wherein: the external device is a first external

device; and the implanted device comprises an induction coil that receives the varying
magnetic field from a second external device (Paragraph 62; detect a magnetic field.

For example, such a magnet sensor 130 can be configured to detect the presence
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of a magnetic field when an external magnet is moved into the vicinity of the
implantable neurostimulator 106 by the patient 124 or a caregiver).

As per claim 4: The method of claim 3, further comprising: translating, by the second

external device, numerical values corresponding to the pairing code into field strength
values corresponding to the varying magnetic field; and inducing, by the second
external device, the varying magnetic field in the implanted device (Paragraph 35; the
implantable neurostimulator detects the magnet and, in conjunction with the
programmer requesting authorization, (i.e., when a secure channel has been
established.), the implant delivers its cipher key to the programmer).

As per claim 5: The method of claim 3, wherein: the second external device is a

charging device (Paragraph 58; laptops or tablets or other computers).

As per claim 6: The method of claim 3, wherein: the second external device is a

smartphone (Paragraph 58; laptops or tablets or other computers).

As per claims 7,12 and 19: The method of claim 1, wherein: the key exchange

comprises a Diffie-Hellman key exchange (Paragraph 25; providing a secure channel
that requires relatively high overhead, in terms of computational resources, is the
well-known key exchange protocol, Diffie-Hellman, requires high computational
resources. In a Diffie-Hellman key exchange protocol, each communication
session requires software running in the implanted device and in the external
device to generate a random number, Xx).

As per claim 8: (Original) A method for preventing attacks during a wireless pairing of

an implanted device implanted in a subject and an external device, the method

comprising (see abstract):
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detecting, by the implanted device, neural signals from a brain of the subject
(Paragraph 35; the implantable neurostimulator detects the magnet and, in
conjunction with the programmer requesting authorization, (i.e., when a secure
channel has been established.), the implant delivers its cipher key to the
programmer);

analyzing, by the implanted device, the neural signals to identify a pairing code
(Paragraph 62; detect a magnetic field. For example, such a magnet sensor 130
can be configured to detect the presence of a magnetic field when an external
magnet is moved into the vicinity of the implantable neurostimulator 106 by the
patient 124 or a caregiver);

performing, by the implanted device, a key exchange using the pairing code
(Paragraph 89; after the clinician instructs the external device to cause a request
for authorization to be transmitted to the implantable device, the external device
receives the clinician's request and generates 502 an authorization request
transmittal instruction. This authorization request transmittal instruction instructs
an authorization request to be transmitted to the implantable device);

determining, by the implanted device, whether values exchanged in the key
exchange match (Paragraph 25; providing a secure channel that requires relatively
high overhead, in terms of computational resources, is the well-known key
exchange protocol, Diffie-Hellman, requires high computational resources. In a
Diffie-Hellman key exchange protocol, each communication session requires
software running in the implanted device and in the external device to generate a

random number, x); and
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confirming or rejecting, by the implanted device, a wireless connection between
the implanted device and the external device based on determining whether the values
exchanged in the key exchange match (Paragraph 91; After the implantable device
receives 506 the authorization request and receives 508 the indication of a
detected magnet, the implantable device generates 510 a first cipher key
transmittal instruction).

However, Andersen does not specifically disclose identify a pairing code and a
key exchange using the pairing code.

Lamenza discloses magnetic field in proximity of the source... The source may
transmit first information to the device. The device may receive the first information by
detecting change... The first information may include a Bluetooth pairing code for the
source Bluetooth communication module and/or other unique code. The device may
initiate out-of-band communication and send a second information to the source via the
out-of-band communication channel. The second information may include the unique
Bluetooth pairing code (Paragraph 252).

Therefore, it would have been obvious before the effective filing date of the
claimed invention to a person having ordinary skill in the art to which the claimed
invention pertains, having the teachings of Andersen and Lamenza in it's entirety, to
modify the technique of Andersen for detect the presence of a magnetic field when an
external magnet is moved into the vicinity of the implantable neurostimulator by
adopting Lamenza's teaching for first information may include a Bluetooth pairing code.
The motivation would have been to improve preventing attacks during a wireless pairing

of an implanted device implanted in a subject and an external device.
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As per claim 9: (Original) The method of claim 8, wherein the neural signals are

detected via a plurality of electrodes implanted in the brain of the subject and
communicatively coupled to the implanted device (Paragraph 57; the implantable
neurostimulator 106 may selectively be put in communication with a programmer
120 or a patient remote monitor 126 to wirelessly transmit data from the
implantable neurostimulator 106 (i.e., to interrogate the implantable
neurostimulator 106 and/or monitor electrographic signals from the patient 124 in
real time with an external component) or to transmit information to the
implantable neurostimulator 106 (e.g., programming instructions, updates to code
the neurostimulator uses to carry out its functions, etc.)).

As per claim 10: (Original) The method of claim 8, further comprising:

indicating, by the external device, the pairing code to the subject, wherein the
neural signals are detected responsive to the indicating of the pairing code (Paragraph
62; detect a magnetic field. For example, such a magnet sensor 130 can be
configured to detect the presence of a magnetic field when an external magnet is
moved into the vicinity of the implantable neurostimulator 106 by the patient 124
or a caregiver).

As per claim 11: (Original) The method of claim 8, wherein: the external device is a

computing device comprising an application for managing the implanted device
(Paragraph 58; laptops or tablets or other computers).

As per claim 13: (Original) A method for preventing attacks during a wireless pairing of

an implanted device implanted in a brain of a subject and a first external device, the

method comprising (see abstract):
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identifying, by the implanted device, a first pairing code via a key exchange with
the first external device (Paragraph 35; the implantable neurostimulator detects the
magnet and, in conjunction with the programmer requesting authorization, (i.e.,
when a secure channel has been established.), the implant delivers its cipher key
to the programmer);

transmitting, by the implanted device, the first pairing code to a second external
device to output the first pairing code (Paragraph 89; after the clinician instructs the
external device to cause arequest for authorization to be transmitted to the
implantable device, the external device receives the clinician's request and
generates 502 an authorization request transmittal instruction. This authorization
request transmittal instruction instructs an authorization request to be
transmitted to the implantable device);

responsive to transmitting the first pairing code to the second external device,
receiving, by the implanted device, a code confirmation from the subject via the second
external device, wherein the code confirmation indicates a match between the first
pairing code and a second pairing code output by the first external device (Paragraph
25; providing a secure channel that requires relatively high overhead, in terms of
computational resources, is the well-known key exchange protocol, Diffie-
Hellman, requires high computational resources. In a Diffie-
Hellman key exchange protocol, each communication session requires software
running in the implanted device and in the external device to generate a random

number, x); and
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confirming, by the implanted device, a wireless connection between the
implanted device and the first external device based on receiving the code confirmation
(Paragraph 91; After the implantable device receives 506 the authorization
request and receives 508 the indication of a detected magnet, the implantable
device generates 510 a first cipher key transmittal instruction).

However, Andersen does not specifically disclose the first pairing code.

Lamenza discloses magnetic field in proximity of the source... The source may
transmit first information to the device. The device may receive the first information by
detecting change... The first information may include a Bluetooth pairing code for the
source Bluetooth communication module and/or other unique code. The device may
initiate out-of-band communication and send a second information to the source via the
out-of-band communication channel. The second information may include the unique
Bluetooth pairing code (Paragraph 252).

Therefore, it would have been obvious before the effective filing date of the
claimed invention to a person having ordinary skill in the art to which the claimed
invention pertains, having the teachings of Andersen and Lamenza in it's entirety, to
modify the technique of Andersen for detect the presence of a magnetic field when an
external magnet is moved into the vicinity of the implantable neurostimulator by
adopting Lamenza's teaching for first information may include a Bluetooth pairing code.
The motivation would have been to improve preventing attacks during a wireless pairing
of an implanted device implanted in a subject and an external device.

As per claim 14: (Original) The method of claim 13, wherein:
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the second external device outputs the first pairing code audibly to the subject for
confirmation (Paragraph 35; the implantable neurostimulator detects the magnet
and, in conjunction with the programmer requesting authorization, (i.e., when a
secure channel has been established.), the implant delivers its cipher key to the
programmer).

As per claim 15: (Original) The method of claim 13, wherein: the first external device

identifies the second pairing code via the key exchange; and the first external device
displays the second pairing code to the subject for confirmation (Paragraph 25;
providing a secure channel that requires relatively high overhead, in terms of
computational resources, is the well-known key exchange protocol, Diffie-
Hellman, requires high computational resources. In a Diffie-

Hellman key exchange protocol, each communication session requires software
running in the implanted device and in the external device to generate a random
number, X).

As per claim 16: (Original) The method of claim 13, wherein: the second external

device is a charging device (Paragraph 58; laptops or tablets or other computers).

As per claim 17: (Original) The method of claim 13, wherein: the second external

device is a smartphone (Paragraph 58; laptops or tablets or other computers).

As per claim 18: (Original) The method of claim 13, wherein: the first external device is

a computing device comprising an application for managing the implanted device
(Paragraph 35; the implantable neurostimulator detects the magnet and, in

conjunction with the programmer requesting authorization, (i.e., when a secure
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channel has been established.), the implant delivers its cipher key to the
programmer).

As per claim 20: (New) The method of claim 1, wherein:

the varying magnetic field that includes the pairing code is received from a
charging device or a smartphone, the charging device or the smartphone being different
from the external device and the implanted device (Paragraph 58; laptops or tablets
or other computers) (see Lamenza; Pargraph 252; magnetic field in proximity of
the source...The source may transmit first information to the device. The device
may receive the first information by detecting change...The first information may
include a Bluetooth pairing code for the source Bluetooth communication module
and/or other unique code. The device may initiate out-of-band communication
and send a second information to the source via the out-of-band communication

channel. The second information may include the unique Bluetooth pairing code).

Conclusion

Applicant's amendment necessitated the new ground(s) of rejection presented in
this Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a).
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the

shortened statutory period will expire on the date the advisory action is mailed, and any
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nonprovisional extension fee (37 CFR 1.17(a)) pursuant to 37 CFR 1.136(a) will be
calculated from the mailing date of the advisory action. In no event, however, will the
statutory period for reply expire later than SIX MONTHS from the mailing date of this

final action.

Contact Information

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ANTHONY D BROWN whose telephone number is
(671)270-1472. The examiner can normally be reached 730-330pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Linglan Edwards can be reached on 5712705440. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of published or unpublished applications may be
obtained from Patent Center. Unpublished application information in Patent Center is
available to registered users. To file and manage patent submissions in Patent Center,
visit: https://patentcenter.uspto.gov. Visit https://www.uspto.gov/patents/apply/patent-
center for more information about Patent Center and

https://www.uspto.gov/patents/docx for information about filing in DOCX format. For
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additional questions, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service

Representative, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ANTHONY D BROWN/
Primary Examiner, Art Unit 2408
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